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Abstract Advances in technology are bringing great-
er insight into the mind, raising a host of privacy
concerns. However, the basic psychological mecha-
nisms underlying the perception of privacy violations
are poorly understood. Here, we explore the relation
between the perception of privacy violations and ac-
cess to information related to one’s “self.” In two
studies using demographically diverse samples, we
find that privacy violations resulting from various
monitoring technologies are mediated by the extent
to which the monitoring is thought to provide access
to self-relevant information, and generally neuromo-
nitoring did not rate among the more invasive moni-
toring types. However, brain monitoring was judged to
be more of a privacy violation when described as
providing access to self-relevant information than
when no such access was possible, and control partic-
ipants did not judge the invasiveness of neuromonitor-
ing any differently than those told it provided no
access to self-relevant information.
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Privacy is an important part of our day-to-day lives and
one that lies at the heart of recent debates in neuroethics.
Nevertheless, we have a poor understanding of the basic
psychological mechanisms underlying the perception of
privacy violations. In other words, we lack a systematic
science of the human experience of privacy. What leads
one to feel like their privacy has been violated? When
this state of affairs is juxtaposed with the seemingly
constant barrage of new threats to our privacy (e.g.,
location tracking cell phones, unmanned aerial drones,
data hungry internet service providers, RFID school
badges, neuromonitoring), an acute need to improve
our understanding in this area becomes apparent. Such
an effort would be beneficial from both a basic science
(e.g., providing insight into how we form and maintain
psychological boundaries between ourselves and others)
and applied perspective (e.g., providing aid in develop-
ing policy on how to deploy new technologies that have
the potential to violate one’s privacy). A critical task
within this effort will be to identify the factors that
modulate individuals’ subjective response to potential
privacy violations. Here, we investigate one such factor,
specifically, we explore the relation between the percep-
tion of privacy violations and the extent to which a given
form of monitoring (e.g., neuromonitoring) is perceived
to provide access to information related to one’s “self.”
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Privacy violations are often grounded in some form
of monitoring by a third party and are, in many cases,
facilitated through technology. The development and
everyday use of sophisticated forms of monitoring tech-
nology is becoming increasingly prevalent (e.g., geo-
graphical positioning systems, unmanned aerial drones,
brain imaging). The use of such technology is, of course,
central to psychological science as it provides a record
of an individual’s overt behavior as well as the psycho-
physiological mechanisms supporting that behavior as
in the case of sophisticated brain imaging technology.
But, of course, the use of monitoring technology extends
well beyond the psychological laboratory (e.g., RFID
tags in school badges; [1]) underlining the need for a
better understanding of the construct. Here we leverage
the use of such technology as stimuli in an investigation
of the perception of privacy violations. Specifically, we
measure the extent to which individuals perceive differ-
ent forms of monitoring as potential privacy violations.

The hypothesis tested in the present investigation is
that the perception of a privacy violation is determined
(at least in part) by the extent to which the information
gathered by a given type of monitoring is perceived to
be related to one’s self. This hypothesis is grounded in
philosophical and legal definitions of privacy that often
emphasize control over information about oneself [2—4].
For example, according to Parker (1973) “Privacy is
control over when and by whom the various parts of
us can be sensed by others” (p. 281). The self represents
a core psychological construct composed of a multitude
of self-relevant elements (e.g., thoughts, beliefs, prefer-
ences) that can be thought of as coalescing into an
integrated representation of what individuals would typ-
ically associate with the first person pronouns “I”” and
“me” [5, 6]. Critically, not all types of information about
a person are perceived to provide information about that
person’s self [7, 8]. For example, Andersen and Ross
(1984) demonstrated that information about thoughts
and feelings are perceived to provide more information
about a person’s “real self” than information about that
person’s overt actions. Thus, the extent to which a given
form of monitoring provides access to self-related infor-
mation represents a viable dimension on which the
perception of privacy violations could be based. To test
this hypothesis we measured, in parallel with privacy
perceptions, the extent to which individuals perceive
different forms of monitoring as providing more or less
information about the self. We find that individuals did
indeed perceive different forms of monitoring to provide
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more or less access to self-related information, and we
find that the extent to which this access is perceived to
exist predicts the extent to which such monitoring
reflects a privacy violation. Furthermore, when we con-
trol the type of monitoring and experimentally manipu-
late an individual’s beliefs about the extent to which it
provides access to self-related information we can alter
individuals’ privacy perception. In addition to examin-
ing the relation between privacy and the self in the
context of monitoring technology, the present investiga-
tion also provides a detailed picture of how privacy
varies across a number of current monitoring technolo-
gies including monitoring individuals’ brain activity.
This provides a unique opportunity to situate, with
respect to privacy perceptions, brain based monitoring
technologies amongst other forms of monitoring (e.g., is
monitoring brain activity perceived as more or less of a
potential privacy violation than other forms of monitor-
ing such as monitoring the eyes; [9]) as opposed to
considering the former in isolation. To our knowledge
the present investigation represent the first (and most
comprehensive) such effort.

Present Investigation

In Study 1 we presented participants with scenarios
describing being monitored using a variety of forms of
monitoring. Each of the described monitoring types was
“real” in the sense that they each have, in fact, been used
at one time or another to investigate some aspect of
human behavior. We measured both the extent to which
individuals perceived each form of monitoring as a
potential privacy violation and the extent to which indi-
viduals perceived each form of monitoring as providing
information related to the self. The hypothesis outlined
above would predict that as the latter increases the
former would increase as well. We were also interested
in comparing how individuals perceive the monitoring
of brain activity relative to other forms of monitoring.
The potential for monitoring brain activity to act as a
gateway to our inner, typically private, worlds has
drawn attention to a host of ethical concerns [10—13],
however, as noted above, little data actually exists re-
garding individuals’ perceptions of such technology.
Given research by Andersen and Ross [7, 8] we would
expect that the monitoring of brain activity, as a putative
index of ones’ thoughts and feelings, to be perceived as
a greater potential privacy violation than forms of
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monitoring that provide information about overt behav-
iors [see also 14]. In Study 2 we manipulated the extent
to which a given form of monitoring provided access to
self-related information (rather than using natural varia-
tion across different monitoring technology). In this
latter experiment we focused specifically on the moni-
toring of brain activity.

Experiment 1

Amazon Mechanical Turk (AMT) [15—17] was used to
gather a sample of 362 US residents from 48 states
(Mgge=31; Female=43.9 %; 50.6 % college gradu-
ates). In a between subjects experiment, online partic-
ipants were asked to consider the act of being
monitored in a particular manner while ignoring any
physical or logistical aspects of being monitored in
that manner. Subsequently participants were randomly
directed to a very brief description of one of 15 dif-
ferent monitoring scenarios ostensibly used by
researchers (e.g. “...researchers have developed a sys-
tem for monitoring a person’s brain activity in a way
that would provide them with a constant record of the
which area of the brain are active”) and asked the
extent to which the monitoring would constitute a
“violation of [the participant’s] privacy” (i.e., using a
Likert scale from 1 to 7, with 1 being “not at all” and 7
being “completely”). The 15 monitoring types are
listed in Appendix A. On the following screen, partic-
ipants were asked to rate the extent to which they
believed the monitoring type that was described to
them could provide information about a number of
self-relevant constructs such as thoughts, desires,
beliefs, intentions, values, etc. (using the same Likert
scale as in the privacy rating).

Results & Discussion

Principal axis factor analysis was used to combine
ratings of the self-relevant constructs into a standard-
ized ‘access-to-self’ factor score,! which was then
used to predict ratings of privacy violation across the

' A principal axis factor analysis extracted a single factor, ac-
counting for 63.71 % of the overall variability in the nine items.
The resulting composite factor score represents a single measure
of the extent to which participants believe that a monitoring type
provides access to self-related information.

different types of monitoring. Both privacy ratings and
perceived access to self differed as a function of mon-
itoring type, Fp,ivacy(14,347)=10.703, p<.001,
Fs0(14,340)=16.385, p<.001. However, two more
critical results emerged from this analysis. As illustrat-
ed in Fig. 1, the access-to-self factor score was highly
predictive of individuals’ privacy ratings (the cor-
relation between mean privacy ratings and mean
access-to-self factor scores was significant, 7(14)=.824,
p<.001). Thus, Study 1 clearly demonstrates that the
perception of privacy is modulated by the extent to which
a given form of monitoring provides access to self-related
information.

In addition, the privacy ratings associated with the
monitoring of brain activity did not rank particularly
high relative to other forms of monitoring and this
lower than expected ranking seemed to be at least
partly due to individuals not rating the monitoring of
brain activity particularly high with respect to provid-
ing access to self-relevant constructs. Thus, individu-
als do not view neuromonitoring as providing a
particularly ‘special’ tool in terms of its ability to
provide such information. Interestingly, this belief
seemingly underestimates what some would claim is
the current (and certainly future) capability of neuro-
monitoring to reveal such information [14, 18].

Experiment 2

In order to provide a further test of the relation be-
tween the perception of privacy violations and access-
to-self, we manipulated the extent to which a given
form of monitoring, specifically neuromonitoring,
provided access to self-related information. We used
AMT to gather a new sample of 288 US residents from
45 states (Mpge=31; Female=53.8 %; 45.1 % college
graduates).? In Study 2 participants were led to believe
a “scientific advance” in the form of an unobtrusive
real-time brain monitoring technique was now being
used by researchers. Participants were randomly
assigned to one of three conditions manipulating the
description of the monitoring technique: In the first
condition the brain monitoring was described as

2 We were able to track timing data for Experiment 2 therefore
participants who completed the experiment in fewer than 240 s
(a pre-determined minimum time cutoff based on pilot testing)
were excluded from our analysis.
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allowing access to self-related information (Access),
in the second it was described as being unable to allow
such access (No Access), and in the third condition no
information about the capabilities of the monitoring
type, with respect to self-related information, was
given (Control). As in Experiment 1, the participants
were asked to rate the extent to which they judged the
described form of neuromonitoring to be a potential
privacy violation. As a manipulation check, we further
asked participants to rate the extent to which they
believed this monitoring could provide information
about self-related constructs (thoughts, desires,
beliefs, intentions, values, etc.)

Results & Discussion

We used univariate ANOVA to compare judgments of
privacy violations between our three conditions,
F(2,285)=7.69, p<.001, np2:.051. Post-hoc tests
with Tukey’s HSD correction indicated that the
Control condition (M=3.84) did not significantly dif-
fer from the No Access condition (M=3.58, p=.611).
However, the Access condition (M=4.66) was judged
to be a significantly greater privacy violation than
either the Control (p=.01) or the No Access condition
(p<.001). Participants judged the monitoring of brain
activity to be more of a privacy violation when they
were told that it could provide access to self-related
information than when they were told that it could not
or when they were told nothing about this particular
capability (see Fig. 2). Thus, manipulating the extent
to which an individual believes a particular type of
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monitoring provides access to self-related information
has a marked impact on the extent to which they
believe such monitoring reflects a privacy violation.

The lack of a difference between the no access and
control conditions suggest that the general perception of
neuromonitoring is that it does not provide (much)
access to self-related information.® That is, without in-
tervention, individuals do not seem to believe that mon-
itoring brain activity provides a particularly efficacious
means of providing access to self-related information.
Critically, as in Study 1, Study 2 demonstrates that the
perception of privacy is modulated by the extent to
which a form of monitoring provides access to such
information.

Discussion

The results are clear: individuals’ privacy perceptions
vary as a function of the specific technology proposed to
do the monitoring. Critically, the differences between

3 Prior to our manipulation participants were administered a
brief pretest measure of preconceived notions about the capa-
bilities of current neuromonitoring technology. A box-plot of
this pretest suggested that participants were less likely to believe
that neuromoniting technology has the capability to monitor
self-related information—such as likes or dislikes—than they were
to believe physiological information—such as signs of disease—
could be monitored. (A repeated-measures ANOVA on these
pretest items is not particularly useful as the large sample size
resulted in nearly every item being significantly different from
every other item.)
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Fig. 2 Perceived privacy violation by brain access condition, +/—
ISE. Plotted are the mean scores of perceived violations of privacy
across three neuromonitoring conditions; neuromonitoring de-
scribed as not being able to derive information about the self (No
Access), neuromonitoring described without providing reference
to information about the self (Control), and neuromonitoring de-
scribed as being capable of providing access to information about
the self (Access). Perceived privacy violations did not significantly
differ between the Control condition and the No Access condition
(suggesting a possible baseline assumption of No Access), how-
ever, judgments of privacy violations increased significantly when
participant were led to believe this type of monitoring could
provide access to self-relevant information. See Methods for
details and statistics

the various technologies appear to be explained to a
large extent by the degree to which individuals believe
that a given technology provides access to self-related
information. Technologies that are perceived to provide
greater access to self-related information are perceived
as greater potential violators of ones’ privacy. In addi-
tion, when the type of monitoring (i.e., monitoring brain
activity) is held constant and the extent to which indi-
viduals are led to believe that a given technology pro-
vides access to self-related information is manipulated,
we again see a clear demonstration of the importance of
access to self to privacy perceptions. Specifically, when
participants are led to believe that monitoring brain
activity can provide access to self-related information
they perceive the potential privacy violation as greater
than if they are led to believe that it cannot. The present
results also provide novel information regarding the
perception of monitoring brain activity in relation to
the other forms of monitoring with respect to both
privacy and the extent to which it provides access to
self-related information. On this front the results were
particularly surprising. Namely, monitoring brain

activity does not appear to rank particularly high (rela-
tive to other forms of monitoring) with respect to either
its perceived potential to violate one’s privacy or its
ability to provide access to the self.

Privacy, the Self, and Beyond

The present results are consistent with the hypothesis
that was derived from philosophical and legal concep-
tions of privacy. That is, the perception of a privacy
violation is determined (at least in part) by the extent
to which the information gathered by a given type of
monitoring is perceived to provide access to self-
related information. Access to self was able to explain
differences between various monitoring technologies
in terms of their privacy perceptions and an experi-
mental manipulation of the construct was also able to
alter privacy perceptions. With respect to conceptions
of the self in the context of privacy these results also
point to the importance of considering access to self
on a continuum (i.e., different types of monitoring
provide different levels of access to self-related infor-
mation) rather than dichotomously (i.e., a given type
of monitoring either does or does not provide access to
self-related information).

While we have clearly provided support for the
hypothesized relation between privacy and the self in
the context of monitoring technology, examination of
Fig. 1 indicates that access to self, as we have mea-
sured it here, is clearly not the only variable modulat-
ing the perception of privacy violations. For example,
monitoring one’s speech provides much greater access
to self than monitoring one’s physical location (i.e.,
geographical position system), but the latter is per-
ceived as a greater potential violation of ones’ privacy
than the former. Future work investigating other po-
tential contributors to the perception of privacy viola-
tions (e.g., ambiguity of the monitored information)
will provide a more complete picture of the mecha-
nisms underlying the perception of privacy.

Neuroprivacy

The present results also provide new insights into the
ongoing debate regarding privacy and neuroimaging
[14, 18, 19]. First, when monitoring brain activity is
compared to other forms of monitoring it appears to
raise a moderate level of concern over potential priva-
cy violation. This can be viewed as somewhat
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surprising given portrayals of the mind-reading poten-
tial of neuromonitoring [20-25]. In addition, at least in
the sample tested, the data suggest that people are as
concerned (and in many cases more concerned) about
other forms of monitoring as they are about the mon-
itoring of their brain activity. It is important to note
that this observation concerns individuals’ subjective
perception and is independent of whether this view is
“correct” in a legal or philosophical sense. As such,
this observation should not be taken to minimize the
important ethical dilemmas surrounding privacy that
arise in the act of monitoring an individual’s brain
activity [10, 12, 18, 19]. Rather, it emphasizes the
utility of viewing brain monitoring in the larger con-
text of other forms of monitoring.

While brain monitoring’s position amongst other
forms of monitoring in terms of privacy perceptions is
surprising, Experiment 2 provides a plausible explana-
tion of this pattern. Specifically, when individuals are
told that monitoring brain activity cannot provide access
to internal mental states their privacy ratings were equiv-
alent to when they were told nothing about the ability or
lack thereof of the technology to provide such access.
This result suggests that the sampled individuals, in
general, do not believe that monitoring brain activity
can provide particularly impressive access to self-related
information, which at least partially explains the unim-
pressive showing of monitoring brain monitoring as a
potential privacy violation. The observation that indi-
viduals do not, in general, view monitoring brain activ-
ity as providing much in terms of self-related
information is interesting to consider in the context of
people’s folk beliefs about science [e.g., see 26]. In
particular, this result might reflect individuals’ dualist
tendencies (i.e., the belief that mind and brain are not the
same). For example, young children often do not per-
ceive their personal identity to be tied to their brain such
that (hypothetically) transplanting their brain would not
lead to the transplantation of their identity [27]. Such
beliefs are not limited to young children: Miresco and
Kirmayer [28] found that mental health professionals
viewed patients as more responsible and blameworthy
for their behavior if the disorder was seen as having a
“psychological” origin and less blameworthy if the be-
havior was seen as having a neurobiological origin. A
dualistic belief would certainly be consistent with the
observation here that individuals do not, in general,
view monitoring brain activity as providing much in
terms of self-related information. If the self were not
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located in the brain, then monitoring the brain would
not provide much information about the self. It is
important to note that such a dualistic belief is not a
pre-requisite for not believing that monitoring brain
activity can provide information about the self. For
example, whereas someone might fully belief that the
self is located in the brain, they might not believe that
our current level of technological advancement is
sufficient to provide such access. Indeed, this latter
position is likely to be true, for the most part, at
present. This interpretation of the present results
suggests that as the potential of brain monitoring to
provide self-related information becomes more wide-
ly known (or believed) the potential for perceived
privacy issues associated with such monitoring will
also increase.

Conclusion

Despite the centrality of privacy to our day-to-day
lives we lack a deep understanding of the mechanisms
underlying our perception of privacy violations. The
present work represents an important step in remedy-
ing this state of affairs. Privacy perception is intimate-
ly tied to self-perception and further work aimed at
elucidating this relation should provide novel insights
into both constructs.

Appendix A

List of 15 possible monitoring types from Experiment 1

As part of a study, researchers have developed a system
for monitoring. ..

1. a person’s heart activity in a way that would
provide them with a constant record of the per-
son’s heart rate.

2. a person’s blink activity in a way that would
provide them with a constant record of the per-
son’s blink rate.

3. a person’s internet activity in a way that would
provide them with a constant record of the per-
son’s internet usage.

4. a person’s head orientation in a way that would
provide them with a constant record of the direc-
tion a person’s head is facing.
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10.

I1.

12.

13.

14.

15.

a person’s spending activity in a way that would
provide them with a constant record of the per-
son’s purchase history.

a person’s movement in a way that would pro-
vide them with a constant record of how a person
is moving their body.

a person’s gaze orientation in a way that would
provide them with a constant record of the direc-
tion a person’s eyes are facing.

a person’s gaze orientation in a way that would
provide them with a constant visual record of
what the person is looking at.

a person’s written communication in a way that
would provide them with a constant record of
anything the person’s writes or types.

a person’s respiratory activity in a way that
would provide them with a constant record of
the person’s breathing rate.

a person’s body orientation in a way that would
provide them with a constant record of the direc-
tion a person’s body is facing.

a person’s brain activity in a way that would
provide them with a constant record of which
areas of the brain are active.

a person’s speech in a way that would provide
them with a constant record of anything the
person’s says aloud.

a person’s geographical position in a way that
would provide them with a constant record of
where a person is physically located.

a person’s muscle activity in a way that would
provide them with a constant record of which
muscles a person is using.
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